The Road to Olympus

Experiences

Henry “Kellanved” Sudhof

December 2007




A full plate

@ The Story so far

® phpBB3 Olympus

© Lessons learned

O Mean Tricks



The Story so far

the phpBB group

Imagery ©2007 TerraMetrics, NASA - Terms of Use]




The Story so far

the phpBB group

Gresniand
ot
Finiand
cetand
mg
Unged
Canada Kin
B Yupania
n Frances ME U Sozkhe Wongolia
Unitea - ML eopara i
L) JRE! i T4 Tiirkiye o
saes f B, i
S Ocaan Iraq, iran Afahanistan China
| et Libya | Egypth  saun ki ™
#éxico) Arabia India L& o
et |y e, | A
Chad” gugan Thailand
Venczuala Nigeria Ethiopia
Colombia
DR < yKenya :
Congo ]
o Inenesis Pazua e
= 2 Angola
Eoiia N
amibia
iadagascar Indian
Bomwans Geean
Chite South : Austral
Atiantic
S South
Africa
B

Argentina

Wap data ©2007 Europa Technologies - *

FOVERED B

Gouogle



The Story so far

phpBB

Started as a one-man project in 2000

James "theFinn" Atkinson

simple UBB-like forum
PHP3 / MySQL
hardcoded language
product of the PHP hype



The Story so far

phpBB 2

e Started 2001

e Released 2002

e PHP 3,4

e Paul "PSOTFX" Owen
e groundbreaking

e webby nominated

e Database abstraction
e template system

e i18n



The Story so far

phpBB 2 - what went wrong?

e 2004

e A worm exploiting outdated phpBB 2 installations
e major media attention

e Ruined reputation

e incidentally, vulnerable code was from the PHP docs




The Story so far

phpBB 2 - what went wrong?

e 2004

e A worm exploiting outdated phpBB 2 installations
e major media attention

e Ruined reputation

e incidentally, vulnerable code was from the PHP docs

Development slowed

e phpBB 3 was IIRC earmarked for a 2004/2005 release
e three years late

e almost complete team turnover




The Story so far

phpBB 2 - how bad is it really

e written 2001

e PHP 3

e 22 versions in six years

e statistically neither more nor worse exploits than in competition
e however, still latest stable release

e no vulnerability reports in more than a year

e Installed on several million servers

e included in most distributions

e Extremely frequently forked

e Ongoing — sometimes questionable — reporting
e Prime subject for heise/slashdot Trolls
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Generations

phpBB.com Forums

A Forum that's Free gt (€ Profl] (41t You rtemncn] (Sene]
TPrivete Messages] [Memperii (FAD] [Login]

‘Or users hove postad 3 totsl of 24172- Messages
We have 2214 Registered Users
The newest Regisiereg User s <sligsrF-
5 uses are cunenily rovsiog ihe forums.
Hat

n. Login
= =S e s
[General Discussion
[y [General Discussion 20010605 0702 7
NI ] e, i Lok ||l by magicsoipts Peatme
n Cnders Comer 2001-08-05 08:58
y s g s e 169 | 899 o e, Systech i
A Tsstmg 123 20010005 0525
S |Wanna test some forums unclutterad @ ulf by Anonymous i
[phpBB Support
[ [phpd8 Instalation Suppor 20010005 0831 "
S [PhpBE installstion questions nere plesse 120 5126 by SalaTar e
lphpBB User Support 20010605 0700 o
[Any questions about how to run phpBB here. g i By psoTFX iah
5 |phpBE Bug Reports 20010504 22:42 o
2 [Found = bug? Report it here and we'll fix it. 473 1968 by deel B e
{Announcements 2001-00-04 10:42.
S |This forum will be used to snnounce new festurss and relesse I there is a t here, READ IT! 2 & by theFinn ety
5 [ega 20010605 0302
)| |Gt st bt pho? Donart i an any s cfagey? Pt e i | by NuteForums s
Hacks
[phpBE Development 20010005 01749, =
[Forum for devels ent of phpBE. o Feature requests or bug 2t i by Faithtul o)
IphpBB Feature Requests 20010604 23:01 o
i into phpt here us S 2055 by theFinn s
Cool Hacks 20010520 120% @gon, Viesroy
N [Did something coal with the phpEE code? Post it here for the warld fo see! 410 s by intrahost CherokeeTrackes
§ [Future Development Discussion 20010605 0525 7
. [This discussion of upcoming versions of phpBB. Only offical phpBB developers can post here. i 2 By psoTFX meSon

L= New Postssinoe your lestvisit
No New Posts since your lsstvist

Poweraci by phpBS Version 140
Copyight 2000 - 2001 The chrBS Grove.

oy inea.

PhpBE Created this page in 0 058848 saconds.
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Generations

( yourdomain.com
-~ J’ A _little_ text to describe your forum
N Braq Bscorch Bvemberist Buseroroups Dregister
sreating ! comminiineg B erofile @ Log in to check your private messages @ Log in

Tha tima now is Fri Nov 30, 2007 1:24 pm
d c

your, Forum Index
Last Post

Test category 1

Test Forum 1
£) Thisis just a test forum. 3 3

@

Thu Sep 05, 2007 11:28 prm
test A0

test
o o No Posts

Modarator t=:

All times are GMT

Who is Online
Our users have postad  total of 3 articles
We have 2 ragistarad users
/@ The newsst registered user is testz
@ In tots| thers is 1 user online :; 0 Registered, 0 Hidden and 1 Guest [ 1 [ Moderator]
Most users sver online wa= 1 on Fri Aug 10, 2 am
Registared Users; Nans

This data is based on users active over the past five minutes

Log

Username: Passvord: Log me on automatically ach visit || Lo

@ ronoots @) rorensome (@) roramis ke

Bovarad by phpEB © 2001, 2005 phpB8 Group
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Generations

p BB piotirdomaln; com T
G, Search
"m“gmu ities. A short text to describe your forum

Advanced

<> Board index

£BUser Control Panel (0 new messages) « View your posts @raq Bimembers O Logout [ tester
It is currently Tue Dec 04, 2007 2:55 pm

Last visit was: Tue Dec 04,
Moderator Control Panel 1

View unanswered posts = View new posts » View active topics

Mark forums read

LAST POST
Your first forum 4 1 by tester [
Deseription of your first forum. on Tue Dec 04, 2007 2:52 pm

WHO IS ONLINE

In total there are 2 users online

registerad, 0 hidden and 1 guest (based on users active over the past 5 minutes)
Mo ever online was 2 on Tus Des 04, 2007 2:55 pm
Legend: Administrators, =
STATISTICS.
Total posts 1 + Total topics 1 » Total members 1+ Our newest member tester
& Board index The team » Delete all board caokies » All imes are UTC

Paviered by phpB8 © 2000, 2002, 2003, 2007 phpES Group
Adminiztration Control Panel
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Generations

php 0)0) = Welcome to phpBB

Thank you for choosing phpB8 as your forum solution. This screen will give you a quick overview of all the various statistics of your board. You can get back to this
page by clicking on the Admin Index link in the left pane. To return to the index of your board, click the phpBS logo also in the left pane. The other links on the left
hand side of this screen will allow you to cantral every aspect of yaur farum experience. Each screen will have instructions on how to use the toals.

Admin Index

Forum Statistics

Forum Index
Forum Admin
MNumber of posts: Posts per day! 0.03
Sansgemen MNumber of topics: 3 Topics per day: 0.03
issiiie Number of users: 2 Users per day: 0.02
Ll =|| | Board started: 10 Aug 2007 09:37 am Avatar directory size: 169 Bytes
General Admin Database size: 78.32 k8 Gaip compression: orF
Backup Database
Configuration Version Information

Mass Email .
Your installation is up to date, no updates are available for your version of phpB,

Restore Database
For the latest information on updates to-phpSB, why not subscribe to our maling list.

Word Censt

CECIRATIy Who is Online

Management

Styles Admin tast 30 Nov 2007 01:27 pm 30 Nov 2007 01:27 pm Forum index 127.0.0.1
Add

Create Povered by phpeB 2.0.22 © 2001 phpBB Group
Export
Management
user Admin
Ban Control
Disallow narmes
Management

Permissions
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Generations

Administration Control Panel
sy et Admin index « Board index

GENERAL | FORUMS | POSTING | USERSANDGROUPS | PERMISSIONS | STYLES | MAINTENANCE | SYSTEM

e i psacd i o Welcome to phpBB
tester [ Logout ]

Thank you for choosing phpBB as your board solution. This screen will give you a quick overview of all the various statistics of your
QUICK ACCESS. board. The links on the left hand side of this screen allow

ou to control every aspect of your board experience. Each page will have
instructions on how to use the tools,

Board statistics

3 sramist

Number of posts 1 1

Nlumber of tapics: 1 1

Number of s 1 1

Number of attachments: o 0.00

Board started Tue Dec 04, 2007 2:52 pm Avatar directory size 0.00 Bytes
s.81mB Size of posted attachments 0.00 Bytes
PostgresQL 8.2.5 GZip compre: off
3.0.RC8 Orphan attachments o

Resynchronise or reset statistics

Reset most users ever online [Fam o]

Reset board’s start date [ now |

Resynchronise statistics
Recalculates the total number of pos

settings

Resynchronise post counts
SERVER CONFIGURATION Qnly exi will

will nat be count
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Audience

e new communities

e Open Source users

e Teens/twens

e Clubs and non-profits

e startup commercial communities

e Hardware : usually shared server, MySQL, PHP4, memory
limit 8-20 MB

e sometimes several high-powered servers
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The Good

o GPL

e powerful DBAL (MySQL, postgres, SQL Server, Oracle,
SQLite, firebird, ...)

e Caching

e plugins for authentication, caching, search, ...

e wrapable

e UTF-8

e 61 languages and counting, BiDi support

e highly optimized

e Modules

e ACL

e XHTML strict compliant

e a ton of new features (try it!)

e Yes, it scales

e Joomla! on board



phpBB3 Olympus

No Light without Shadow

The Bad
e Usability-wise not up to commercial packages (no Ajax)
e bbcode parser can be suboptimal
e no easy extension outside the modules (yet)
e limited API
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No Light without Shadow

The Bad
e Usability-wise not up to commercial packages (no Ajax)

e bbcode parser can be suboptimal
e no easy extension outside the modules (yet)
e limited API

And the Ugly

about 300 KLOC

designed in 2001

PHP4

Some functions in the 1000 LOC ballpark

e 2 — 3 years overdue




Lessons learned

Why are things better?

e Threat-aware design

e layered defense

e |/O API

e six active developers lead by Meik “Acyd Burn” Sievertsen
e established Incident Response Team

o dedicated security tracker

e Paid audit by Stefan Esser



Lessons learned

type-aware Parameter Sanitation

e All input via request_var function

e function request_var($var_name, $default,
$multibyte = false)

e ...7foo=<evil> + $foobar = request_var(’foo’,
’bar’) = &lt;evilégt;

e ...7f00="%20UNION... + $foobar =
request_var(’foo’, 0) = 0

e works for multidimensional arrays as well

e principle: never have any variable holding unsanitized data



Lessons learned

type-aware Query Builder

e automagically escape query parameters

e powerful DB abstraction

Build Query

$sql = $db—>sql build query( 'SELECT', array (
'SELECT' => 'a.forum id, ug.user id’,

'FROM* => array (
ACL OPTIONS TABLE => ‘o'
USER GROUP TABLE => 'ug’,
ACL GROUPS_ TABLE = 'a’

)

'LEFT_JOIN' => array (
array (
"FROM’ => array (ACL ROLES DATA TABLE => 'r'),
'ON'’ = 'a.auth_ﬂle_id_: r.?ole_id'
).
).
)i




Lessons learned

Stateful Randomizer

e normal rand/mtrand gives attackers a 1 in 20 chance
e lethal for passwords, UIDs, CAPTCHAs

e phpBB’s rand is not just seeded by time

e re-generated on each use

e used for one-time passwords

e used for bbcode UIDs

e used for strong hashes



Lessons learned

e Timed

e form-specific

e user-specific

e no queries needed

v

e "Do you really want" boxes




Lessons learned

Delete message

Are you sure you want to delete this message?




Mean Tricks

The usual suspects

IE: Just a nice little png
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The usual suspects

IE: Just a nice little png

Defense

never allow direct access

always use C-D: attachment

hide physical locations

for IE 6: disallow caching

e 2

?This seems to be fixed in |[E7 since 11/07 — still works for BMP




Mean Tricks

The usual suspects

IE: Just a nice little png

Defense

never allow direct access

always use C-D: attachment

hide physical locations

for IE 6: disallow caching

e 2

?This seems to be fixed in |[E7 since 11/07 — still works for BMP

IE: Encoding

e Waiter, | believe there's a quote in my query string
e |E won't encode double quotes
e Solution: just like any other SERVER variable: don’t trust it




Mean Tricks

Unexpected surprises

e data:text/html;base64,PHNjcmlwdD5hbGVy-
dCgnbXVoYWhhaGEnKTwvc2NyaXBOPgo=

e survives htmlspecialchars just fine

e javascript:, vbscript: similar




Mean Tricks

Unexpected surprises

base64

e data:text/html;base64,PHNjcmlwdD5hbGVy-
dCgnbXVoYWhhaGEnKTwvc2NyaXBOPgo=

e survives htmlspecialchars just fine

e javascript:, vbscript: similar

"<script>"? That's a weird IP address.

e users can write anything into X FORWARDED FOR

e don't trust it. Don’t ever use it unsanitized




Mean Tricks

Does it pay off?

e We don’'t know

e but are optimistic

oY
SektionEins




Mean Tricks

Does it pay off?

e We don’'t know

e but are optimistic

Stefan Esser wrote

Due to the usage of helper functions to create parts of
the SQL queries and due to the strict usage of the
request_ var() function on all identifier variables it seems
the code that interfaces with the database was very well
written.

Y
SektionEins




Thankies

Time to wake up!

http://www.phpbb.com


http://www.phpbb.com

Mean Tricks

Assorted Live Demos
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